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Criminal Investigation’s Role in
Understanding Refund Fraud
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Learning Objectives

Today our presentation will:

* Help You Understand the Evolving Refund
Frauds
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e Show Current Processes and Information
Used by CI

e Tools and Resources for Tax Professionals
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Refund Fraud Schemes
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Identity Theft

STOLEN IDENTITY REFUND FRAUD

)

TAX PAYER TAX PAYER TAX PAYER

j BUSINESS OR TAX PREPRARER IS
TARGETED BY THIEVES TAK‘/
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Emerging Trends

IDENTITIES TAX RETURN RECEIPT OF
FIILING PAYMENT

v" Target of High

Wealth v’ Proofing v" Altered Check
v Vulnerable

population (elderly, v Netwprk v' Change of

disabled, students, hopping address

prison)

v" Investment Schemes
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Refund Processes
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PROFESSIONAL

$
|| Pavseee

TAX PAYER ﬂ

TAX PREPARER
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@ TaxSlayer’
JACKSON

MARTINSBURG Wwv

Professiona
Intuit

ProSeries

PROFESSIONAL
SOFTWARE
TRANSMITTER
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IRS PAYMENT PROCESS

RETURN ACCEPTED: REFUND

ORDER GENERATED, IF DUE .
| BUREAU OF THE

TAX PAYER OR TAX
PROFESSIONAL
SUBMITS RETURN
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RETURN REJECTED: SENT
BACK TO TRANSMITTER
WITH CODE FOR REASON

—

BANK ON FILE ADDRESS ON FILE




REFUND TRANSFER SERVICES J
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@ TaxSlayer’
JACKSON

C 1 ATX Tagr‘gésn! l " BUREAU OF THE
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SOFTWARE
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TAX PREPARER
NO UPFRONT FEE
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f < refundo RefundAdsnta

TAX PAYER %@
A Division of MetaBank®

“REFUND TRANSFER SERVICE”

REFUND MINUS FEES




IRS Nationwide

S
=
20
24

TREASURY ISSUED REFUND CHECK
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ALTERED REFUND CHECK
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REFUND TRANSFER CHECK
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IRS PAYMENT ON BANK STATEMENT

IRS Nationwide

IRS TREAS 310 DES: TAX REF ID:XXXXXXXXXX ####INDN: NAME

4/1/20 |ID:A#### PPD
= BTNTI0 . JCounter e

49,771.00 49,775.37

IRS TREAS 310 DES: TAX REF ID:XXXXXXXXXX#### INDN:NAME
4/15/20 | |D:#### PPD 2,400.00
- ! AN

— — - — - -
e RO AN R AT O O On O O A T T R T S AV SPRINGS ATLANTACA (Card vATE 7Y

3,144.00

4/22/20 |STATEOFMICHIGAN DES:PMT/REFUND |D: #### INDN:NAME
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REFUND TRANSFER SERVICES ON BANK STATEMENT

IRS Nationwide

1/23/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN1 INDN: ID: 1222####H# 10,352.00 [ 12,389.50
1/23/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN2 INDN: ID:1222###### 2,700.00 [ 15,089.50
1/23/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN3 INDN: ID: | 222###### 275.00 [ 15,364.50
1/24/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN1 INDN: ID: 1222 ###### 10,225.00 [ 25,589.50
1/24/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN2 INDN: ID: 1222 ###### 4,200.00 | 29,789.50
1/27/20 |REPUBLIC TRS DES:FEEADVANCEID:EFIN3 INDN: ID: 1222###### 3,010.50 [ 32,800.00
1/28/20 |REPUBLIC TRS DES:FEEADVANCEID: EFIN1INDN: 1D:1222 ###### 8,700.00 [ 41,500.00
1/29/20 |REPUBLIC TRS DES:FEEADVANCEID: EFIN2INDN: ID: 1222 ###### 3,900.00 [ 45,400.00
1/29/20 |REPUBLIC TRS DES:FEEADVANCE ID:EFIN3 INDN: ID: 1222####H#H# 1,100.00 | 46,500.00
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| 2(5/20 |TAXPRODUCTSPR1DES:SBTPGLLCID:TPG EFIN INDN:CO NAME ID’”E###### B,_SZS.ODF 10,425.14'

2/12/20 [TAXPRODUCTS PR1 DES:SBTPG LLC ID:TPG EFIN2 [NDN: CO NAME ID:1722#####PPD 1,550.00 2,775.14
2/12/20 |[TAXPRODUCTS PR1 DES:SBTPG LLC ID: TPG EFIN2|NDN: CO NAME ID: 17224 ####PPD 775.00 3,550.14
2/12/20 |TAX PRODUCTS PR1 DES:SBTPG LLCID:TPG EFINZ2 INDN:CO NAME ID:1722#####PPD 775.00 4,325.14
2/12/20 |[TAX PRODUCTS PR1 DES:SBTPGLLCID:TPG EFIN2 INDN:CO NAME ID: 172244 444PPD 775.00 5,100.14
2/12/20 |TAX PRODUCTS PR1 DES:SBTPG LLCID:TPG EFINZ INDN:CO NAME ID:1722#####PPD 775.00 5,875.14
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ATM AND RETAIL EXAMPLES

6/10/19

Online Banking transfer from CHK 4036 Confirmation#2315852537

4,400.00

4,952.00

6/10/19

WELLS FARGO BA 06/10 #000278200 WITHDRWL 2180 WINDY HILL R
SMYRNA GA FEE CKCD XXXXXXXXXXXX7968

2.50

4,949.50

6/10/19

WELLS FARGO BA 06/10 #000278200 WITHDRWL 2180 WINDY HILL R SMYRNA GA (card x7968)

562.50

4,387.00

6/10/19

WELLS FARGO 06/10 #000454808 BAL INQ 291 RIVERSIDE PAR FEE

2.50

4,384.50

6/10/19

WELLS FARGO 06/10 #000431322 BAL INQ 291 RIVERSIDE PAR FEE

2.50

4,382.00

6/10/19

VSA02215000 06/10 #000025217 BAL INQ Cardtronics CCSB FEE

2.50

4,379.50

6/10/19

PUBLIX SUPER M 06/07 #000121849 WITHDRWL 4480 S COBB DRIVE
SMYRNA GA FEE CKCD XXXXXXXXXXXX7968

2.50

4,377.00

6/10/19

PUBLIX SUPER M 06/07 #000121849 WITHDRWL 4480 $ COBB DRIVE SMYRNA GA (card x7968)

502.95

3,874.05

6/10/19

KROGER 34 1715 06,10 #000929782 PURCHASE KROGER 34 1715 HO ATLANTA GA (card x7968)

953.00

2,921.05

6/10/19

KROGER #2 3300 06/10 #000817525 PURCHASE KROGER #2 3300 CO ATLANTA GA (card x7968)

953.50

1,967.55

6/11/19

WELLS FARGO BA 06/11 #000118509 WITHDRWL 291 RIVERSIDE PAR
AUSTELL GA FEE CKCD XXXXXXXXXXXX7968

2.50

1,965.05

6/11/19

WELLS FARGO BA 06/11 #000118509 WITHDRWL 291 RIVERSIDE PAR AUSTELL GA (card x7968)

702.50

1,262.55

6/11/19

WAL-MART #3205 06/11 #000685800 PURCHASE 1100 THORNTON ROA LITHIA SPRING GA (card x7968)

1,003.74

258.81

6/11/19

Online Banking transfer to SAV 5311 Confirmation#3126901837

20.00

238.81

6/12/19

Online Banking transfer from CHK 4036 Confirmation#2137204842

558.81

6/12/19

WELLS FARGO BA 06/12 #000139274 WITHDRWL 291 RIVERSIDE PAR
AUSTELL GA FEE CKCD XXXXXXXXXXXX7968

556.31

6/12/19

WELLS FARGO BA06/12 #000139274 WITHDRWL 291 RIVERSIDE PAR AUSTELL GA (card x7968)

353.81

6/12/19

WELLS FARGO BA06/12 #000139264 WITHDRWL 291 RIVERSIDE PAR
AUSTELL GA FEE CKCD XXXXXXXXXXXX7968

351.31

6/12/19

WELLS FARGO BA06/12 #000139264 WITHDRWL 291 RIVERSIDE PAR AUSTELL GA (card x7968)

48.81

6/12/19

WELLS FARGO 06/12 #000477392 BAL INQ 291 RIVERSIDE PAR FEE

46.31
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2/10/20 |KROGER #498 02/07 #000030591 PURCHASE 1690 POWDER SPRNG MARIETTA GA (card x1084) 503.50 13,716.37
2/10/20 |KROGER #453 02/07 #000031163 PURCHASE 4150 MACLAND RD. POWDER SPRING GA (card x1084) 303.50 13,412.87

) 12 732 B7

2/10/20 | BKOFAMERICA ATM 02/07 #000005193 W WL MACLAND BC #1 MARIETTA GA (card x1
KROGER CO 247 02/08 #000030446 PURCHASE 4550 JONESBORO RD UNION CITY GA (card x1084) 1,003.50 il 8i851'73l

2/10/20 |KROGER 346 02/09 #000030003 PURCHASE 1715 HOWELL MILL ATLANTA GA (card x1084) 1,003.50 7,188.23
2/10/20 |KROGER 298 02/09 #000030423 PURCHASE 1700 MONROE DR. ATLANTA GA (card x1084) 1,103.50 6,084.73

700.00 >,384.7
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2869 CKCD 35.00 5,349
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I 2/11/20 |WMSUPERCENTER02/11 #000261753 PURCHASE Wal-Mart Super Ce EASTPOINT GA (card x1084) 1,003.74 | [ 4,310.99]

Frr— - = 3

I 2‘11‘20 KROGER CO 364 02‘11 #000032806 PURCHASE 2685 STEWART AVE ATLANTA GA icard x1084) 4 I 3107.491
2/1 Online Banking transfer from SAV 7275 Confirmation# 7251338942 1,200.0C 3

2/2(

f13/2 line Banking transfer from SAV 7275 Confirmation# 722633 | ,000.0C 8,372.49
adot 1 L EIL B4 — e R el
I 2/13/20 |KROGER 212 02/13 #000031346 PURCHASE 3959 A LAVISTA RD TUCKER GA (card x1084) 1,003.50 F 12,568.99 I

eto 4,680.00
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ATM BALANCE INQUIRY

IRS Nationwide

irmationd 2310802537 4. 400 00 | 4989 [‘(ﬂl

WELLS FARGO BA 06/10 #000278200 WITHDRWL 2180 WINDY HILL R
SMYRNA GA FEE CKCD XXXXXXXXXXXX7968 2,50 4,949.50

NAA370 AN WAITLINEUA 919N ARGV LI L D cR c ca | PTG

6/10/19 |WELLS FARGO 06/10 #000454808 BAL INQ 291 RIVERSIDE PAR FEE 4,384.50 I
6/10/19 | WELLS FARGO 06/10 #000431322 BAL INQ 291 RIVERSIDE PAR FEE 4,382.00 I
6/10/19 |VSA02215000 06/10 #000025217 BAL INQ Cardtronics CCSB FEE 4,379.50 I
PUBLIX SUPER M 06/07 #000121849 WITHDRWL 4480 S COBB DRIVE

4,377.00

6/10/19
6/10/19
6/10/19
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6/11/19 A 000118509 WITHDRWL 291 RIVER >
6/11/19 T#32 00 PURCHASE 1100 NTO HIA 1,003.74
6/11/19 o S/ 11 fi on#3126901837 20.00

Online Bankino tr r fram CHEK of 0n#2137304249

WELLS FARGO BA06/12 #000139274 WITHDRWL 291 RIVERSIDE PAR

20 00

WELLS FARGO BA06/12 #000139264 WITHDRWL 291 RIVERSIDE PAR
AUSTELL GA FEE CKCD XXXXXXXXXXXX7968

6/12/19 |WELLS FARGO 06/12 #000477392 BAL INQ 291 RIVERSIDE PAR FEE
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KEY TAKEAWAYS/ DATA WE NEED

« IP ADDRESSES - IPV6 can be
tracked by mobile providers

e DEVICE ID - links criminal groups
together even if proprietary

« LOGIN TIMES and DATES - If they
log in to access the bank they may
also be filing tax returns at the same
time. Chronology makes cases.

*USERNAME - they use the same
names as usernames on these
services.

*PASSWORD - they reuse the same
passwords just like everyone else

*RECORDS OF CONTACTS
*MOBILE NUMBERS
-EMAIL ADDRESSES

9

=

«LOCATION INFO - Address not
generic area

+«CARD PURCHASE INFO - What did
they use to buy the card?

«VIDEO!!!!!
«COPIES OF ID
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& Liaison Information Report — Organized

Criminals Exploit Victims
HIGH DOLLAR REFUNDS INDICATORS
v' Laundered Through Victim’s v Not One
Bank Account Indicator Alone
v' Transfers Among Money v" Evaluate the
Mules Totality of your
Customer

v" Wires to Bank Accounts in a
Foreign Country (i.e. Ghana
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Liaison Information Report — Organized
Criminals Exploit Victims Cont.

INDICATORS OF FRAUD

v' Large Refunds v" Inquires to Convert v" Inquires to Convert
(unexpectedly deposited) Tax Refunds Into Tax Refunds Into
v" Deposits (Paper checks, Crypto Crypto
electronic, refund transfer v’ Transfers of v' Transfers of
intermediary) refunds to refunds to
v Deposits to newly Open igdividuals in igdividuals in
: different states different states
Accounts with EIN
numbers that start with v Unknown actions v" Unknown actions

“92” or “93” on elderly accounts on elderly accounts



EXTERNAL LEADS PROGRAM
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FRAUDULENT
FUNDS
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PUBLICATION 5033

IRS Nationwide

{fl EWE= RS EXTERNAL LEADS PROGRAM:
IRS | — FACT SHEET ON SUBMITTING LEADS

o REPORT questionable Federal Tax Refunds
B e i gy | Defirition of an “External Lead™ INCLUDES Treasury Checks, Direct Deposits/ACH,

precemsn lsars, and Auunied Clearing |louse (1T
Extornal Loads involve quostionabe Fadaral Tax

e I refund anticipation loans/ checks, and pre-paid

ather sounss

+ Lsads ol T shecks, di st 2
NG, retand i ) e debit cards

paid debit cards

e, sl awl loal auesnment
o infe | s the . Teceral 1 10 the

Tc?;;::yvmm o 0= IS slectinnivally Vit Dt i 0l Sevieis s At 11 i'ln R EJ ECT E D Di re Ct De posit 0 pt_I n Program

I xdermial eass. A surce abie fo subrmit AGH F s s deposils shaudd be sl
el = =

ey,
Tren parley

Tpjected et Deposit Opi-in Mogram o et it depnsts of s This ] e
Fsech Do et of ottt o o /e Recovery of questionable tax refunds that were

. transmitted via ACH

Steps for Submitting Leads to the IRS

High-Level Process
Lead il to the External Leads

1. Financial
roup mailbax

Pl which
2

helps the IS
or requested ad information}
«Emal addrees: <foad o i s g ¢
el SulyeoLLine: Desscplon st el sl nsblubon e, dals, and "Extan Leads'
Fur e 1k, 011212017, e Lesaks
« Erml Body:

na
insgitiionvnmpany admiting
« Flypsical strest address of the fnancial isstitution (oo PO, Boxss)

pleasz add a rite for

https://www.irs.gov/pub/irs-pdf/p5033.pdf
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