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SUBJECT: Social Security Number Elimination and Reduction

Purpose: This memorandum issues interim guidance (IG) on Social Security Number
Elimination and Reduction (SSN ER) and provides specific procedures that must be
followed when reviewing or creating IRS notices, letters, forms or systems within your
organization for the elimination or reduction of the unnecessary use of Social Security
Numbers (SSNs).

This guidance must be distributed to all personnel responsible for protecting personally
identifiable information (PIl). The policy applies to all employees, contractors and
vendors of the Service.

Background/Sources of Authority: In May 2007, the Office of Management and
Budget (OMB) issued Memorandum 07-16, Safeguarding Against and Responding to
the Breach of Personally Identifiable Information. The memorandum called on all federal
agencies to develop a plan and take necessary action to eliminate or reduce the
unnecessary use of SSNs.

Procedural Change: The attached guidance provides procedures that will assist
business units in reviewing, determining and developing plans for the elimination or
reduction of the unnecessary use of SSNs.

Effect on Other Documents: This guidance will be incorporated into IRM 10.5.1,
Privacy and Information Protection, Privacy Policy.

Effective Date: The procedures are effective immediately.



Contact Information: If you have any questions, please contact me, or a member of
your staff may contact Thomas J. Curran, associate director, Information Protection
Projects, at 609-858-7909, or Thomas.Curran@irs.gov.
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Privacy, Governmental Liaison and Disclosure (PGLD)
Social Security Number Elimination and Reduction (SSN ER)
Interim Guidance

[. Introduction

In May 2007, the Office of Management and Budget (OMB) issued Memorandum 07-16,
Safeguarding Against and Responding to the Breach of Personally Identifiable
Information. The OMB memorandum requires agencies to review systems and
processes (including notices, letters and forms) to determine the necessary use of
SSNs and eliminate or reduce SSN usage wherever possible.

Il. Objectives and Overview

The IRS’s objective is to eliminate and/or reduce SSN usage enterprise-wide and
reduce the overall reliance on the SSN as a primary identifier. PGLD developed the
SSN Elimination and Reduction Program (SSN ER) to ensure compliance with the OMB
memorandum.

PGLD began working with all business units (BUs) to determine necessary use of SSNs
on all forms, letters, notices and systems. The main initiatives have been masking the
SSNs on Computer Paragraph (CP) Notices with the implementation of two-dimensional
(2-D) barcode technology, and assessing the need for SSNs on forms and letters and
removing or masking where possible.

PGLD'’s Information Protection Projects office (IPP) manages SSN ER through various
phases. PGLD/IPP monitors, tracks and reports on mitigation and elimination efforts for
all IRS forms, notices, letters and systems. All SSN ER compliance documentation and
actions are regularly tracked and stored online in the SSN ER Compliance Management
tool, e-Trak.

lll. SSN Acceptable Use

Use of SSNs is acceptable when mandated by:

Law/statute,

Executive orders,

Federal regulations and

Business need (e.g., the inability to alter systems, processes or forms due to
costs or unacceptable level of risk).

IV. SSN Elimination and Reduction Guidance
SSN ER compliance requires owners of forms, notices, letters and systems to apply the

following SSN necessary-use criteria to determine whether SSN use is justifiable and
necessary.
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A. Applying the SSN Necessary-Use Criteria

Based on the definition of the necessary and/or acceptable use of SSNs:

1.

2.

If a legislative mandate, regulation or executive order justifies SSN usage, the
owner must provide an accurate and complete citation of such authority.
While reviewing how the SSN is used throughout the information lifecycle, the
owner must consider all forms, notices, letters and systems, and take into
account the following regarding SSN data:

Acquisition/collection,

Conversion/use and display,

Migration/transmission,

Storage and

Deletion/disposal.

If the owner determines the SSN is a critical component to the business
process, which cannot be performed or achieved without the use of the SSN,
the owner must describe in detail those existing operational dependencies.

Note: Procedures for completing and submitting Form 14132 are contained in
Section C.

B. Identifying SSN Elimination and Reduction Solutions

Once a business or system owner has identified potential areas to reduce or
eliminate SSN use, he or she will need to collaborate with BU stakeholders to
explore and identify feasible short and long-term mitigation solutions.

Following are a few examples of possible SSN elimination and reduction solutions
that can be used to mitigate the SSN risk:

Mask portions of the SSN (e.g., XXX-XX-9999),

Replace SSN within internal IRS systems by using a standard employee
identification number (SEID), composite key, case reference number, shared
service or registration system approach,

Implement the use of a 2-D barcode that includes identifying information,
Use a SEID or employee number instead of SSN for internal employee
identification and

Implement the use of an SSN tool that will eliminate the need for the full SSN
during processing, such as the Research Command Code.

Note: These examples do not represent a comprehensive list of solutions.

After a business unit has identified feasible short and long-term solutions, a business
or system owner must submit a written mitigation plan to IPP @ *PGLD SSN
Reduction.
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C. Developing a Mitigation Strategy for Existing Inventories

Whether SSN use is determined to be necessary or unnecessary, business owners
must develop and provide to PGLD/IPP a mitigation strategy for existing forms,
notices and letters inventories on Form 14132, Social Security Number Elimination
and Reduction Inventory. PGLD/IPP will work with the BU points of contact for
developing timeframes for responding to data calls on forms, notices, letters and
systems.

Once the SSN necessary-use criteria have been applied, business owners of forms,
notices and letters must conduct an analysis to:

Identify all stakeholders,

Coordinate with internal customers who may rely on the use of SSNs,
Analyze the consequences of eliminating or reducing the use of SSNs and
Use Form 14132 to submit an SSN Mitigation Strategy to PGLD/IPP.

Note: Forms, letters or notices can be grouped together on a single mitigation plan when
they have like purpose and will be employing the same SSN solution.

D. Creating New Forms, Notices, Letters and Systems

Business/system owners must practice due diligence when creating new forms,
notices, letters and systems to ensure they apply the necessary-use criteria.

e Forms: W&I Media and Publications will ask form owners to consider the
necessary use of SSNs on newly created forms. Justification must be
provided for all forms requiring an SSN. The justification will become part of
the form history folder.

e Notices/letters: The Office of Taxpayer Correspondence will ask owners to
consider use of SSNs on all newly created notices/letters. These questions
and answers will become part of the interview file and maintained for
documentation purposes.

e Systems: Owners are required to complete a Privacy and Civil Liberties
Impact Assessment (PCLIA) for any system that will contain any personally
identifiable information, including SSNs. The purpose of a PCLIA is to
demonstrate that program/project managers and system owners and
developers have consciously incorporated privacy and civil liberties
protections throughout the entire lifecycle of a system. The Privacy Impact
Assessment Management System will maintain the justification for SSN
usage.

E. Inventory Management

PGLD will use completed Forms 14132 to manage the SSN ER Program and to
periodically report progress to Treasury and IRS executive leadership.
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IPP uses e-Trak as the compliance management tool to track inventories, maintain
mitigation strategies, monitor ongoing business unit compliance and solution
implementation, and report progress to executive leadership. IPP will also use e-
Trak to ensure ongoing compliance with IRS policies, federal directives and/or
requirements needed to either retain use of the SSN or eliminate/reduce its use.

Following submission of a mitigation strategy, the business owner will then manage
the end-to-end implementation of the identified SSN ER solution(s). IPP will monitor
the implementation progress according to the action plan/milestones in the strategy.
F. Periodic Reassessment

Once every three years, business/systems owners must reassess any forms,

notices, letters or systems to determine if conditions have changed that allow for
them to eliminate or mask the SSN on their products.
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